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1
Decision/action requested

This contribution provides an update of clause 8.1.1.3 ‘5G-RAN key lifetimes’.
2
References

[1]
 TS 33.501
3
Rationale

This contribution provides an update of clause 8.1.1.3 ‘5G-RAN key lifetimes’ in TS 33.501 [1]. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** BEGIN CHANGES ***** 
8           Security Procedures between UE and 5G Radio Access Network Functions

Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.

8.1
Security negotiations 

8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.1
5G-RAN key setting during AKA

Editor’s Note: This clause is meant to contain content corresponding to 33.401 [10], clause 7.2.1, which is about 5G RAN key setting during AKA. 

8.1.1.2
5G-RAN key identification

Editor’s Note: The content of this clause is meant to correspond to 33.401, clause 7.2.2, which is about 5G-RAN key identification. The content should apply to both eNB and gNB.

8.1.1.3
5G-RAN key lifetimes

Editor’s Note: The content of this clause is meant to correspond to 33.401, clause 7.2.3, which is about 5G-RAN key lifetimes. 
All 5G-RAN keys are derived based on a KAMF. The key hierarchy which is described in clause 6.6 does not allow direct update to RRC and UP keys, but fresh RRC and UP keys are derived based on a fresh KgNB which is bound to certain dynamic parameters or fresh key derivation parameter(s) in state transitions (like NAS uplink COUNT). This results in fresh RRC and UP keys in the gNB, between handovers and state transitions. The handling (creation, modification and update) of the 5G-RAN keys in the state transitions is described in the various respective clauses.
Editor’s Note: It’s FFS whether a fresh KgNB is bound to dynamic parameters like PCI or fresh key derivation parameters in state transitions like NAS uplink COUNT similar as in EPC/LTE.


***** End of Changes *****

